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DETAILED ACTION 

1 . The amendments of 1 9 September 2007 and 09 November 2007 have been noted and 
made of record. 

2. Claims 1-14 have been cancelled as per Applicant's request. 

3. Claims 15-27 have been presented for examination. 

Response to Arguments 

4. Applicant's arguments, see page 1, filed 09 November 2007, with respect to the 
specification have been fully considered and are persuasive. The objection of the specification 
has been withdrawn. 

5. Applicant's arguments, see page 1, filed 09 November 2007, with respect to the claim 
objections have been fully considered and are persuasive. The objection of the claims 2-14 has 
been withdrawn. 

6. Applicant's arguments, see pages 1 and 2, filed 09 November 2007, with respect to the 35 
U.S.C. 101 rejections have been fully considered and are persuasive. The 35 U.S.C. 101 
rejections of the claims 1-14 has been withdrawn. 

7. Applicant's arguments, see page 2, filed 09 November 2007, with respect to the 35 
U.S.C. 112, 2 nd paragraph rejections have been fully considered and are persuasive. The 35 
U.S.C. 112, 2 nd paragraph rejections of the claims 1-14 has been withdrawn. 

8. Applicant's arguments filed 09 November 2007 have been fully considered but they are 
not persuasive. 

9. The Applicant argues that the prior art does not teach the ECM messages contain access 
criteria and the cryptogram of the control word. The Examiner disagrees and contends that these 
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two components are essential to ECM messages. The Examiner refers to column 7, lines 13-15 
of U.S. Patent No. 7,092.729 Bl to Fichet et al., hereinafter Fichet, as evidence. Fichet states 
that 

the control word and the access criteria are used to build an Entitlement Control 
Message... 

Since Candelore discusses ECMs throughout his disclosure, and according to Fichet the ECM is 
built on the control word and access criteria, the ECMs disclosed in Candelore must contain 
access criteria and control word; therefore, the rejection is maintained. 

10. The Examiner disagrees with the Applicant's arguments that Candelore does not teach 
assigning each ECM message a number certifying a monotonic non-decreasing function. As 
noted in the previous office action, as well as again below, the examiner interpreted the number 
assigned to each ECM message as time related to the ECM, for example in Figures 6B-6D, time 
X, time X+l,...,time N-l, time N, etc. The Applicants support this interpretation in at least 
claims 16 and 17 when they claim that the monotonic non-decreasing function is a function of 
time. Since the Applicants further clarify the monotonic non-decreasing function is a function of 
time, and Candelore teaches that each ECM is based on a function of time the rejection of 
assigning each ECM message a number certifying a monotonic non-decreasing function is 
maintained. 

1 1 . Assuming arguendo that Candelore's disclosure of including time (the monotonic non- 
decreasing function) in the ECMs does not teach the argued limitation. The use of ascending 
monotonic functions for packet sequencing has been known since at least 20 August 1996 as 
evidenced by the abstract of U.S. Patent No. 5,548,593 to Peschi, hereinafter Peschi. Therefore, 
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even if Candelore does not teach assigning each ECM message a number certifying a monotonic 
non-decreasing function, it is clearly not the novel aspect of the claimed invention and would 
have been obvious to one of ordinary skill in the art to sequence the ECM packets using an 
monotonic non-decreasing (or ascending) function since Peschi states in the abstract that it 
makes resequencing the received data easier. 

12. The Examiner disagrees with the Applicant's arguments that the selected key does not 
depend on the sending time of the user request. Candelore teaches resolving a key for old 
content that was previously requested and selecting a key corresponding to the time period the 
old content was requested, see for example column 11, lines 50-65 and column 13, lines 1-13. 
This can be further supported by Candelore 's disclosure of managing a customer's entitlement 
time history (column 11, lines 63-65). Since Candelore teaches that the key depends on the 
sending time of the user request, the rejection is maintained. 

1 3 . See further rejections set forth below. 

Claim Rejections - 35 USC § 102 

14. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

15. Claims 15-18 and 20-27 are rejected under 35 U.S.C. 102(b) as being anticipated by U.S. 
Patent No. 6,363,149 to Candelore, hereinafter Candelore. 

16. As per claim 15, Candelore teaches a method for controlling access to information 
scrambled at a broadcast center (column 4, lines 11-15) using a service key contained in a 
control word (column 4, lines 24-34), the control word being encrypted by means of an operating 
key (column 2, lines 47-55), said access control method comprising: 
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sending said scrambled information and periodic entitlement control message (ECM) 
messages (column 6, lines 29-3 7), to at least one descrambling terminal associated with an 
access control module provided with a security processor (column 4, lines 43-51), said ECM 
messages containing access criteria and the cryptogram of the control word, said control word 
and the cryptogram of the control word being changed periodically (column 2, lines 47-55), and 

at each descrambling terminal comparing said access criteria with at least one access 
right stored in memory in the access control module (Figures 6A, 6B, 6C, 6D, 6E, 8A [block 
830], column 4, lines 24-34); 

accessing to said scrambled information at each descrambling terminal being conditional 
upon a "true" value for said access criteria when compared with at least one access right stored in 
the access control module (Figures 6A, 6B, 6C, 6D, 6E, 8A [block 830], column 4, lines 24-34), 
and accessing to said scrambled information comprising decrypting said cryptogram of the 
control word using the operating key in order to recover said control word and to descramble 
said scrambled information (column 2, lines 47-55, column 4, lines 24-34), wherein the method 
further comprises: 

a) assigning each to ECM message so that the numbers assigned to consecutive ECM 
messages form a monotonic non-decreasing function and consecutive ECM messages with 
successive numbers represent a timebase formed by a plurality of individual time intervals for 
sending successive individual quanta of scrambled information (Figures 6B, 6C, 6D, column 10, 
lines 43-54, column 11, lines 1-33, i.e. the ECM contains a key that corresponds to a given time 
period); 
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b) detecting in each descrambling terminal the number of each ECM message, and then, 
in response to a user request from a user of said descrambling terminal for conditional controlled 
access to at least a portion of said scrambled information (column 7, lines 36-47, column 8, lines 
13-59); 

c) selecting a number of an ECM message, corresponding to the sending time of said 
request, and constituting a time origin of said timebase (Figures 6B, 6C, 6D, column 10, lines 
43-54, column 11, lines 1-33); and 

d) defining a time range by a first offset from said origin corresponding to the beginning 
of the time range, and a second offset corresponding to the end of the time range, the defined 
time range corresponding to a plurality of individual time intervals defining a plurality of 
successive individual quanta of scrambled information (Figures 6B, 6C, 6D, 8A, 8B, 8C, column 
8, lines 13-59, column 10, lines 43-54, column 11, lines 1-33); and 

e) communicating to the user authorization to access said scrambled information over the 
defined time range as a function of a specific access criterion (column 12, lines 31-41, i.e. 
granting access to the user if they are entitled to access the data contained in that time period). 
U.S. Patent No. 6,035,038 to Campinos et al, hereinafter Campinos, discloses encrypting the 
control word in the entitlement control messages in at least the Abstract, as such encrypting 
control words is well-known and commonly practice, and the Applicant admits as much. 
Column 7, lines 13-14 of U.S. Patent No. 7,092,729 Bl states that "the control word and the 
access criteria are used to build an Entitlement Control Message," thereby showing that those 
two features are inherent in ECMs. 
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17. Regarding claim 16, Candelore teaches that said monotonic non-decreasing function is a 
continuously increasing function of the sending time of the ECM messages (Figures 6B, 6C, 6D, 
8A, 8B, 8C, column 10, lines 43-54, column 11, lines 1-33, i.e. time X, time X+l ...)■ 

18. Regarding claim 17, Candelore teaches said monotonic non-decreasing function is an 
increasing step function of the sending time of said ECM messages (Figures 6B, 6C, 6D, 8A, 8B, 
8C, column 10, lines 43-54, column 11, lines 1-33, i.e. time X, time X+l ...). 

19. With regards to claim 18, Candelore teaches that each step is defined by a constant 
number over a plurality of sending times of said ECM messages which defines a timebase with a 
resolution different from the sending time of said ECM messages (Figure 5A, 5B, column 9, line 
34 to column 10, line 28). 

20. With regards to claim 20, Candelore teaches that said specific access criterion 
corresponds to free access (column 1, lines 14-24, column 8, lines 44-46, i.e. HD signal can be 
received via antenna for free). 

2 1 . With regards to claim 2 1 , Candelore teaches that said time range is either an interval 
backwards from said origin, first offset <= 0 AND second offset <= 0, or an interval forwards 
from said origin, first offset >= 0 AND second offset >= 0, or a forward and backward interval, 
first offset <= 0 AND second offset >= 0 (Figures 5A, 5B, column 2, lines 47-55, column 9, 
lines 48-62, column 10, lines 5-28). 
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22. Regarding claim 22, Candelore teaches managing viewings at the request the user in 
accordance with said specific access criterion in said time range and outside said time range, said 
method includes at least: 1 

defining a maximum authorized number of viewings; testing whether the number of 
viewings is less than or equal to said authorized maximum number of viewings; and, in the event 
of a negative result of said test, refusing access to the scrambled information (column 2, lines 1- 
28, i.e. limiting the number of viewings); else 

testing whether said current number is in said time range (Figures 6B, 6C, 6D, column 
10, lines 43-54, column 11, lines 1-33); and, 

in the event of said current number being in said time range (Figures 6B, 6C, 6D, column 
10, lines 43-54, column 11, lines 1-33); 

authorizing access to said scrambled information on the basis of the specific access 
criterion during said time range (column 10, lines 5-43); else 

authorizing access on the basis of a distinct access criterion other than specific access 
criterion (column 10, lines 5-43). Boolean operations used for authorization are well known and 
commonly practice, and official notice is hereby taken of such. 

23. With regards to claim 23, Candelore teaches authorization of forward access to said 
scrambled information beyond said time range, on the basis of an access criterion other than said 
specific access criterion (column 2, lines 56-67, column 10, lines 55-67, i.e. recording for later 
use, future time period); and 
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authorization of backward access to said scrambled information before said time range, 
on the basis of an access criterion other than said specific access criterion (column 10, lines 55- 
67, i.e. past time period). As noted above, Boolean operations are well known and commonly 
practiced, and the Applicant admits as much. 

24. With regards to claim 24, Candelore teaches that, if said current number is not in said 
time range, said authorization of access based on an access criterion other than said specific 
access criterion: 

submitting said current number and said first Boolean variable to a first logical test to 
verify whether said current number is equal to or greater than said origin number and to 
authorize forward access to said scrambled information (column 10, lines 43-54, column 11, 
lines 1-33) or 

to a second logical test to verify whether said current number is equal to or the less than 
said origin number and to authorize backward access to said scrambled information (column 10, 
lines 43-54, column 11, lines 1-33) and, in the event of a positive result of either of the first or 
second logical tests: 

authorizing forward access, or backward access as appropriate to said scrambled 
information with no incrementing of the number of viewings (column 10, lines 55-67) and, in the 
event of a negative result of both the first and second logical tests: 

testing whether said number of viewings is less than the authorized maximum number of 
viewings; and in the event of a negative result of said test, in refusing access to the scrambled 
information and incrementing said number of viewings by 1 (column 2, lines 1-28), else 
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authorizing forward or backward access, as appropriate, to said scrambled information 
(column 10, lines 55-67). As noted above, Boolean operations are well known and commonly 
practiced, and the Applicant admits as much. 

25. Concerning claim 25, Candelore teaches that for a specific access control corresponding 
to a basic rewind service for a recording and an authorized maximum number of viewings = 1 
(column 2, lines 1-28), said time range is a backward range defined by first offset < 0 AND 
second offset = 0 (column 10, lines 43-54, column 11, lines 1-33), forward access being 
authorized, backward access not being authorized (column 10, lines 55-67). As noted above, 
Boolean operations are well known and commonly practiced, and the Applicant admits as much. 

26. Concerning claim 26, Candelore teaches that for a specific access control corresponding 
to a free access preview service, said time range is a forward range defined by first offset = 0 
AND second offset > 0 (column 10, lines 43-54, column 11, lines 1-33), the authorized 
maximum number of viewings is = 1 (column 2, lines 1-28), recording and/or backward access 
not being authorized (column 2, lines 56-67). As noted above, Boolean operations are well 
known and commonly practiced, and the Applicant admits as much. 

27. Concerning claim 14, Candelore teaches that for looped transmission of scrambled 
information, said authorized maximum number of viewings is set a particular value (column 2, 
lines 1-28), said time range for access to the scrambled information has a specific value (column 
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10, lines 43-54, column 11, lines 1-33). As noted above, Boolean operations are well known and 
commonly practiced, and the Applicant admits as much. 

Claim Rejections - 35 USC §103 

28. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

29. Claim 19 is rejected under 35 U.S.C. 103(a) as being unpatentable over Candelore in 
view of U.S. Patent Application Publication No. 2002/0076050 to Chen et al., hereinafter Chen. 

30. Concerning claim 19, Candelore does not teach that each number is defined by a 
timestamp, each step being defined by the time range represented by two separate timestamps. 

3 1 . Chen teaches that each number is defined by a timestamp, each step being defined by the 
time range represented by two separate timestamps (Figure 4 [blocks 408, 412], paragraph 
[0080]-[0086]). 

32. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to define the time range by two separate timestamps, since Chen states at paragraph 
[0078] that the use of timestamps allows the legal owner to trace the last legal session when the 
current session has been compromised. 

Conclusion 

33. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

34. The following patents are cited to further show the state of the art with respect to 
entitlement control messages, such as: 
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United States Patent Application Publication No. 2002/0087971 Al to Cochran et al., 
which is cited to show a video on demand system that uses entitlement control messages to allow 
users to access content. 

United States Patent No. 7,080,397 B2 to Cochran et al., which is cited to show a video 
on demand system that uses entitlement control messages to allow users to access content. 

United States Patent No. 6,978,022 to Okimoto, which is cited to show a video on 
demand system that uses entitlement control messages to allow users to access content. 

35. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

36. A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 

CFR 1 . 1 36(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

37. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christian La Forgia whose telephone number is (571) 272-3792. 
The examiner can normally be reached on Monday thru Thursday 7-5. 
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38. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

39. Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



clf 



Christian LaForgia 
Patent Examiner 
Art Unit 2131 




